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DyHKUMOoHan JlvueHsum
BusHec Kopnopauusa | Kopriopauus +
ObLwme XxapakTepucTUKM
BapuiaHT 1CroHeHms 0 0 o=
YnpaBnsoLe CoeanHeHns 3 5 3-10
HeorpaHnyeHHoe KOMMYecTBO JNLLEH3MPOBaHHbLIX » ” o
nonb3oBaTenen (onepaTopos)
HeorpaHnyeHHoe KOMMYecTBO JULLEH3MPOBaHHbLIX o v v
KNeHToB (yaaneHHbIX Nonb3oBaTenen)
HeorpaHuyeHHoe KOJINYECTBO 3NEHHbIX
P ya o o o
UCTPOWNCTB
Mopaep>xnsaemble OC Cepsep: Windows, Linux
KnueHntckoe npunoxedve: Windows, Linux,
MacOS, Android
TecToBbIV Nepunof, OHen / / 21
lononHuUTeNbHbIE COeaVHEHNS 1 CepBepbI
1 coegnHeHne o
4 '
ot 10 coeanHeHW
[NakeT 13 3-x coeaMHeHUN o
kA W
ot 10 coeanHeHWn
[MakeT 13 5-Tv coeamMHeHUN o
* '
ot 10 coeanHeHwni
LlononHWTEeNbHBIN YNpaBASoLWLMA CepBep e e o
YnaneHHoe ynpasfeHve UCTPONCTBOM
[1pOCMOTP 3KPpaHa YAaeHHoro KoMMbHTepa o
YnpaBneHve ynOaneHHbIM  UCTPOWCTBOM  Yepes o
3KpaH
PaboTta C HeCKO/IbKMMW MOHUTOPaMK, MoOOEPXK3 Y v v
MU/IbTUMOHUTOPHbIX CUCTEM
BO3MOXHOCTb ~ MpOCMOTPa B OOHOM  OKHe v v v
HEeCKO/bKMX 3KP3HOB UMNpaBseMblX UCTPOWUCTB
Mooaep>kka ropsiumx KNaBuLL o o o
Nepenaya 3BUKa C yaaneHHoro YcTponcTea o o o
Obwwmn bydep obmeHa o o o
[pynnoBoe  MOAK/IKYEHMU K NEHHOM
pyrnc AKno4eHne yAaaneHHoMy o o o
UCTponcTay
BO3MOXHOCTb ~ CKPbITOrO  MOAK/KYEeHUss K
. P A ' ' '
UCTpOWCTBY
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[Nepenada Garnos ¢ nomMoLbio drag-and-drop o o o
Hoctyn  « _ YCTpOVCTBY  mocCnie  33rpysky o Y Y
ONepaLOHHON CUCTEMBI
HekoHTponnpyeMbIn octyn o o o
AKTUBALIUS «4ePHOro 3KpaHa» o o o
ObmeH CTopoHaMu o o o
[NopoknrtoueHme K TepMrHanbHOMY cepBepy o o o
YnpaBsneHue B YAasieHHbIX CECCUAX TEPMUHANbHbBIX

P ua P o o o
CepBepoB
[NeyaTb OOKYMEHTOB C UO3IEHHOMO YCTPONCTBAE HA o Y Y
JIOK3/IbHOM MPpUHTEpE
MNepenada USB-TOkeHOB 47151 MCMO/b30BaHWSA Ha o o 7
yaa/1eHHOM YCTpoKncTBe
Pa3pbIB coeanHeHVs npn besnencrasum o o v
[procTaHoBKa CoeanHEHNS o o v

Bo3MoxkHOCT  ONd KOMMUHVKaLUM1 BO BPEMHA
CeaHCa

TekcToBbIN, aAno -, BUOE0-4aTbl, Fpathuryeckmne
33METKW H3 UO3IEHHOM 3KP3He, PUCOBaHNE,
cobcTBeHHas noacucteMa Help Desk
(TexHMYyeckom noaaepxKm)

HacTpoitka yaaneHHoro yctponctaa 6e3 nepexsaTa YrpaBneHus

Be3onacHas nepenaya (hannos Mexay

N 8 ' . .
UCTporcTBaMm (obMeH dannamu)
PefakTnpoBaHVe peectpa o o o
YnpaBneHne AMcneTyepom 3a4au o o o
YnpaBneHne AMcneTyepoM YCcTponCTB o o o
YnpaBneHne yepes KOM3HOHYH CTPOKY o o o
YnpaBneHve nutaHmemM (UnaneHHas nepesarpyska, o iy iy
BbIK/IKOUEHVE, rbepHaLIns)
Wake-on-lan o iy o

BapuaHTbl nogknoyeHus

Mo cecclMoHHOMY (AMHaMMYECKOMY) Naposto o o o
Mo NocToAHHOMY ((PUKCVPOBAHHOMY) N3POSIHD o o o
AUTEHTUDKMKALMS NO YY4ETHBIM 33nncam Windows o o o
MookntoueHne K ycrtpomcteaM no SSL m CNG o o o
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ceptudukaTam
NopknroueHne no IP-aapecy 1 ceTeBoMY NMEHM o o o
YnpaBneHWe opraHnsaumen

YnpaBeHne CTPYKTYpPOr YCTPOMCTB OPraHn3aLmm

' ' W
(appecHas KHura)
LleHTpaIM30BaHHaA HACTPOWMKa NONNTMK AOCTUMNA K o v o
UCTPOWCTBAM OpraHm3aunm
Bo3mMoXHOCTb 0bCNYXMBaHNSA CepBUNCHbIMY o
OpraHn3aunsgMm
BO3MOXXHOCTb OK333HWS CEPBUCHbBIX Ycnyr 0
CnpaBoyHmK COTPYOHMKOB QpraHn3aumm . . v
(ampecHast KHWra nonb3oBaTenei)
L|eHTpaIM30BaHHaA HACTPOWMKa NOMNTMK AOCTYMNa K
UCTPOWCTBaM ans rpynn COTPUOHWNKOB b ' v
OpraHn3aunmu

AOMUHUCTpMpPOBaHME CUCTEMBI

YOaneHHas CTaHOBK3 MPUIOXKEHUN Ha
UCTPOWCTBA B CETU
Trxas ycTaHoBKa
[Nownck YCTPOWCTB B JIOK3JIbHOW cetu
(ckaHvpoBaHWe ceTn)
CobcTBEHHbIE YNpaBNSOLLVE CEPBEPDI e W w
LleHTpann30BaHHOE YMpaB/ieHe TP3HCMOPTHbLIMA » x o
cepBepamu
LleHTpanv3oBaHHoE yrpaB/eHve CeccusaMm » » i
KIMEHTCKIX NMPUNOXKEHNIA
LleHTpann30BaHHOE  UMpaBfieHWE  YYETHbIMU . . v
33M1CsSMN Nob30BaTeNEn

b w v
LleHTpann30BaHHOE YnpassieHre possmMmn 4ocTyna
LleHTpann30BaHHOE YNpaBieHne TNLEH3MSIMY ., e o

HEHTDBHM3OBBHHBQaKTMBauMﬂﬂMu8H3MM

0719 YCTPONCTB

0719 YCTPONCTB
1 COTPYOHNKOB

L7199 YCTPOWUCTB
1 COTPYOHNKOB

ueHTDaﬂM3OBaHHOE UnpasrieHne HaCTporKamu

N w vy vy
NONTNK BE30MACHOCTN YCTPONCTB
HacTpoika monntnk OocTyna K YCTPOMCTBAM LN ”. o
rpynn COTPYLHNKOB OPraHm3aLmm
NHTerpauma c Active Directory W w
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NHTerpauma c FreelPA » b o
IHBEHTapM3aLMs 060pya0BaHMA 1 MPOrpaMMHOrQ » » y
obecneyeHns
BesonacHocTb

[BUXtakTopHas ayTeHTUdOUKaLNS o o o
[lonosHMTeNbHbIE HACTPOWKI NP NOOKKYEHNN K
UCTPOWCTBY C WMCMOMb30B3HNEM aUTEHTUMOUKILNN v ' v
Windows
AUTEHTUDMKAELMSA C  WUCMOSb30B3HNEM  YYETHbIX »” ’ v
3anucen Active Directory
AUTEHTUDUKALMS C  MPUMEHEHVMEM  CepBWC3 » » o
Keycloak
3awmTa ot Brute Force npun ayteHTUdUKaumm o o o
KOHTpOS1b LUeIOCTHOCTM 1 MOAMEHbI CTOPOH o o o
[poBepk MOA/IMHHOCTU ID-cepB

POBEpPK3 o4 oc cepBsepa o v v
(UnpasngtoLLero cepsepa)
B0O3MOXXHOCTb YKa3aHWs MPOKCU-CepBePa o o o
LLIndposaHne NOAKNHYEHWS (TLS 13, Y Y Y
TLS_AES_256_GCM_SHA384)
LLIndpposaHue Tpaphurka (TLS 1.3, o o P
AES_256_CBC-SHA256)
LleHTpann30BaHHOE UrpaBfieHWe H3aCTPOMKaMu o o o
NOSNTUK BE30M3CHOCTY YCTPOWCTB OPraHn3aLmm
YnpasneHue H

p ] (hOpMaLMOHHBIMI NOTOKaMU o o 7
MeXXAy UCTPONCTBaMM
HacTtporka L0CTYna anls COTPUOHNKOB o iy Y
OPraHn3aunm K pa3peLleHHbIM YCTPONCTBaM
HacTpoka orpaHudeHnn npu NoaKIRYeHnn K Y Y Y
UCTporcTBaM (Mo AHAM, BpeMeHN)
B0O3MOXXHOCTb H3CTPOMKW AOCTYMa K YCTPOWCTBY C Y Wy .
noaTBEP>KOEHNEM M0S1b30B3TENIEM
YB -mai

eHOMAeHNe  MOnb30B3TeNA Mo e mail  npw Y v v
NOOKJTKYEHMI K UCTPOWCTBY
Bo3MOXXHOCTb ~ 33anMpeTa  3amycka  Moausiew v v v
Unpas/ieHns 00 BXoaa nonb3osatens 8 OC
B0O3MOXXHOCTb A0CTYMNa C NOBbILWEHHBIMX NMPaBaMy o iy Y
K (paiinaM yrnpasisgemMoro UcTpomcTBa
BnoknpoBka YCTpONCTB BBOA3 o o o
BnoknpoBka UrpaBneHns HaCTpPOVKaMu o o o
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UrpaB/iieMoro YcTpomncTaea
Bnoknpoeka ydetHom 3anvcy OC Ha ynpasisgemMoM o o 7
UCTPOWCTBE MOC/Ie Pa3pblBa COEAMHEHWS
BNoKMPOoBKa NpUIoXKeHWs nNpy besnencTaunm v, o o
CKpbIT/E 3KpaHa Npv YaaneHHoM YnpaBieHnn o o o
EHTPasIN30BaHHOE MPOTOKONMPOBaHME Ha
cepBepe
[poTOKONMPOBaHME COobbITUM Be3ormacHoOCT npu Y v o
U4aNEHHOM UrpaBieHmn
OrpaHuyeHne HeycnewmHbIX MoMbITOK BXOA3 B
P J A o v o
Cucremy
Braeo3anuch ceaHca yaaneHHoro YnpasneHis X X v
CHVMKM 3KpaHa Npwv UaaneHHoM YrpasieHny X X o
OTnpaBka NpOTOKO/I0B Ha CepBep w 0 o
[lpoTOKOIMPOBaHME cobbITh B hopmaTe syslog 0 e o
Pervctpauuns cobbITui be3onacHocTn Y v o
OpraHu3aumnm ()kUpHan1MpoBaHue AeicTBni)
Perunctpauns CobbITMI 6esonacHoCTM
OpraHm3aunm 7 CUCTEMB LIe/INKOM s s v
(>KUpHaNMpoBaHWe AeCTBII)
BO3MOXHOCTb ~ MpPedoCTaBNeHnss  CepTUPUKAT3 o
MCT3K Poccun
= = (s Bepcum
Kopnopauusa+
®CT3K)
NHTerpaumns u CMHXpPOHN3aLUMs CO CTOPOHHUMU CUCTEMaMI
[epenaya [OaHHbIX B CTOPOHHWE CUCTEMbI MO
- = w
npoTokony syslog (SIEM-cuctembl 1 7.4.)
CMHXPOHM33aUMS YCTPOWCTB U YYETHbIX 3anmcen ¢ v » Y
Active Directory
CUHXPOHM3aUMS UCTPOWCTB M YYeTHbIX 3anuncewn ¢
- = w
FreelPA
OTyeTbl 1 Aawbopabl
MoacucTema CTaTUCTUKM o rpacrKamm
A pa w ' w

NOAK/HYEHWI N0Nb30BaTe e 1 UCTPOWCTB
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